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[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc153795133]4.10c	Authenticable Non-3GPP devices behind 5G-RG
This clause defines the support of AUN3 devices, i.e. Authenticable Non-3GPP devices (AUN3) as defined in clause 3.1, behind a 5G-RG. This clause applies only to 5G-RG connected via wireline access.
Figure 4.10c-1 shows the architecture for support of AUN3 device.


[bookmark: _CRFigure4_10c1]Figure 4.10c-1: AUN3 device behind 5G-RG
Differentiated services for AUN3 devices behind 5G-RG are provided as specified below:
-	Each AUN3 device has its own UDM/UDR subscription data including its own SUPI and policy control subscription data.
-	The interface between 5G-RG and AUN3 devices is out of scope of 3GPP.
-	In order to serve the AUN3 device in 5GC, a 5G-RG issues a NAS register and handles RM and CM related signalling on behalf of an AUN3 device that it is requesting to be served and relays EAP signalling between the AUN3 device and the 5GC.
-	A 5G-RG serving an AUN3 device establishes a single PDU Session on behalf on this AUN3 device.
-	The AMF and the 5G-RG maintain a separate NAS connection per AUN3 device. This includes maintaining a GUTI and NAS (RM, CM, security, etc.) context per AUN3 device. As described in TS 33.501 [11], NAS security (encryption, integrity protection) is not used for AUN3 device.
-	A 5G-RG shall be connected to the 5GC (be in RM-REGISTERED and CM-CONNECTED mode) over Wireline access to serve an AUN3 device: the 5G-RG shall not issue a NAS register or service request on behalf of an AUN3 device if it is itself not registered and connected to the 5GC.
-	The 5G-RG is configured with URSP for each AUN3 devices it serves. The UE PCF selected by the AMF at the registration of an AUN3 device sends this URSP to 5G-RG via the AMF and the NAS connection of the AUN3 device.
-	The AUN3 devices and the 5G-RG belong to the same PLMN.
-	A 5G-RG uses default values, which are the same for all AUN3 devices it serves, to populate the parameters in the Registration Request message built on behalf of an AUN3 device. For example, the 5G-RG issues the Registration Request with no S-NSSAI and the AMF selects the default S-NSSAI in the subscription of the AUN3 device.
-	There shall be a separate N2 connection per AUN3 device that is in state CM-CONNECTED.
-	The W-AGFshall determine that a W-CP connection is for an AUN3 device and apply corresponding policies. The W-AGF indicates to the AMF when an N2 connection relates to an AUN3 device.
NOTE 1:	How the W-AGF determines the W-CP connection is for an AUN3 device is defined by BBF and CableLabs.
-	The same W-AGF shall serve a 5G-RG and all AUN3 devices connected via this 5G-RG.
-	The W-CP and W-UP protocols shall be able to manage multiple connections for different subscribers (the 5G-RG itself and the different AUN3 devices) between the same pair of 5G-RG and W-AGF. In particular, W-CP needs to be able to differentiate NAS messages related to a 5G-RG and to each different AUN3 device served by this 5G-RG and W-UP needs to distinguish between user plane packets for a 5G-RG and user plane packets for each different AUN3 device served by this 5G-RG.
-	When the registration of an AUN3 device has successfully completed, the 5G-RG establishes a PDU Session on behalf of the AUN3 device. This PDU Session is handled by 5GC as part of the AUN3 subscription and is associated with the SUPI of AUN3 device. An AUN3 device can at a given time only use a single PDU Session. The parameters to establish this PDU session are based on the URSP (if any) for the AUN3 device.
-	Different QoS parameters may apply to PDU sessions of different AUN3 devices.
-	Roaming is not applicable to subscriptions for AUN3 devices.
[bookmark: _CR4_10d]-	The RG Level Wireline Access Characteristics sent to the W-AGF for a 5G-RG may contain a maximum bit rate for the aggregated traffic of the 5G-RG and of the AUN3 devices served by this 5G-RG. The W-AGF uses this information to limit the maximum bit rate of the aggregated user plane traffic of the 5G-RG and of the AUN3 devices served by this 5G-RG.
NOTE 2:	The coding of the maximum bit rate in RG Level Wireline Access Characteristics is defined by BBF and CableLabs specifications.
If W-AGF detects that a 5G-RG is unreachable, then W-AGF triggers the N2 UE context release. The W-AGF identifies if there exists any AUN3 device connected to the 5G-RG through the W-AGF. For each identified AUN3 device, the W-AGF invokes step 5 and 6 of Figure 7.2.8.3-1 which releases the PDU sessions of these AUN3 devices.

* * * * Second change * * * *
[bookmark: _Toc153795186]7.2.8.1	AUN3 device Registration via W-5GAN
An authenticable non-3GPP devices (AUN3) may get connected behind 5G-RG as defined in clause 4.10c.
This clause specifies how an AUN3 device can be registered via 5G-RG.


[bookmark: _CRFigure7_2_8_11]Figure 7.2.8.1-1: 5GC registration of AUN3 device
1.	The 5G-RG registers to 5GC as specified in clause 7.2.1.1:
	Any AUN3 device connection request prior to step 1 shall be rejected by the 5G-RG.
2.	The AUN3 device connects to the 5G-RG via non-3GPP access network (e.g., WLAN). An authentication procedure is triggered. This can be done either by AUN3 device sending a EAPOL-start frame to the 5G-RG or 5G-RG receives a frame from an unknown MAC address. The 5G-RG receives a permanent identifier from the AUN3 device (e.g. an NAI in form of username@realm). If the realm part is different from the realm associated with the PLMN that the 5G-RG belongs to, the 5G-RG stops performing following procedure and reject the AUN3 device.
NOTE:	How the 5G-RG is triggered to apply procedures for AUN3 devices is defined by BBF and/or CableLabs. For example, the realm of the NAI used by AUN3 device to contact the 5G-RG can be used as a trigger for 5G-RG to apply procedures for AUN3 devices.
3.	This shall be same as step 3 of 7.2.1.1-1 with the following addition:
-	W-CP AN parameters may contain an indicator that the W-CP connection is for an AUN3 device;
-	The 5G-RG always provides a SUCI as AUN3 device identity information in the registration request and constructs the SUCI from the NAI received within EAP-Identity issued by the AUN3 device as defined in TS 33.501 [11];
-	The 5G-RG uses default values, which are the same for all AUN3 devices it serves, to populate the parameters in the Registration Request message built on behalf of an AUN3 device. For example, the 5G-RG issues the Registration Request with no S-NSSAI; and
-	When W-AGF provides (over N2) ULI to be associated with an AUN3 device, if the AUN3 device is connected behind a 5G-BRG, the W-AGF builds the AUN3's ULI using the ULI of the 5G-BRG connecting the AUN3 device. If AUN3 device is connected behind the 5G-CRG, the W-AGF builds the ULI using the GCI and HFC node ID of the 5G-CRG connecting the AUN3 device.
4.	The W-AGF selects an AMF based on the received AN parameter provided by the 5G-RG and based on local policy, as specified in clause 6.3.5 of TS 23.501 [2]. The W-AGF shall determine that a W-CP connection is for an AUN3 device and apply corresponding policies..
	The W-AGF sends an NGAP INITIAL UE message to the selected AMF. For an AUN3 device, the W-AGF indicates to AMF if the N2 connection relates to an AUN3 device and if there is an existing N2 connection for a 5G-RG connected to the same GLI/GCI (where the initial NAS message related with NGAP INITIAL UE message has been received).
	If the W-AGF indicated for an AUN3 device that there is no existing 5G-RG N2 connection for a 5G-RG connected to the same GLI/GCI, then the AMF rejects the registration request and further steps of this procedure are skipped. Otherwise, the procedure continues.
5.	AMF selects AUSF as specified in clause 6.3.4 of TS 23.501 [2].
6.	The AUSF executes the authentication of the AUN3 device following TS 33.501 [11]. The AUSF selects the UDM as described in clause 6.3.8 of TS 23.501 [2] and gets the authentication data of the AUN3 device, from UDM. EAP based authentication defined in TS 33.501 [11] is performed between the AUSF and the AUN3 device. Once the AUN3 device has been authenticated, the AUSF provides relevant security related information to the AMF. AUSF shall return the SUPI corresponding to the AUN3 device to AMF only after the authentication is successful.
7.	Same as step 8 7 to 12 of figure 7.2.1.1-1 with following modifications
-	If step 7 of figure 7.2.1.1-1 is a NAS Security Mode Command, it uses NULL encryption and NULL integrity protection as described in TS 33.501 [11];
-	The 5G RG uses the MAC address of the AUN3 device as a PEI.;
8.	The AMF sends the Registration Accept message related to the AUN3 device to the 5G-RG. This step is executed over the NAS signalling connection and the N2 connection related to the AUN3 device.
9.	The 5G-RG sends the Registration Complete message related to the AUN3 device to the AMF, when the procedure is completed. This step is executed over NAS signalling connection and N2 connection related to the AUN3 device. The 5G-RG shall store the 5G-GUTI of AUN3 device to be able to use it potential later NAS procedures related with the AUN3 device.
10.	The 5G-RG receives the URSP corresponding to the AUN3 device and continues by requesting the establishment of a PDU Session on behalf of the AUN3 device as specified in clause 7.3.1.

* * * * End of changes * * * *
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